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Sample Report - Risk Scorecard
Group: Linux Assets

Your group's grade of A is based on its average asset risk score of 279,361, which is more than 15%

below the average of 415,423 across all groups. Grades range from A (average risk per asset is more
than 15% lower than the average across all groups) to F (average risk per asset is more than 15%
higher than the average across all groups). Use the following scan data to determine the factors that
affect risk the most.

Statistics Vulnerabilities Assets by Operating System
Assets: 1,229
. 750,000 -
Vulnerabilities: 778,240
Average vulnerabilities per asset: 633.2
. 500,000 A
Average asset risk score: 279,361
Vulnerabilities 250,000 |
Vulnerabilities with known exploits: 7.4%
Exploits available for vulnerabilities: 2473
0 E
Vulnerabilities with known malware kits: 0.3%
B Total
Malware kits available for vulnerabilities: 147 .
B Exposed to Malware Kits
B Exploitable
Assets by Vulnerability Severity Vulnerabilities by Severity
5% 2% 12% 81 % 7% 67 % 26 %
Clean Moderate Severe Critical Moderate Severe Critical
Top 10 Assets by Risk Score
IP Address Host Name Risk Score D =
10.4.26.109 gentoo-11-0.vuln.lax.rapid7.com 2389651 486 0
10.4.29.101 sled11-sp0-6-u.vuln.lax.rapid7.com 1747200 460 130
10.4.23.80 sled11-sp0-3-u.vuln.lax.rapid7.com 1574856 408 130
10.4.27.203 asel60-ubl4.vuln.lax.rapid7.com 1474520 179 58
10.4.19.107 redhat-chrome-unpatched.vuln.lax.rapid7.com 1472122 267 76
10.4.28.122 orc-weblg-srv-10.vuln.lax.rapid7.com 1413044 189 64
10.4.23.141 ubuntu-1604-64desktop-webmin-u.vuln.lax.rapid7.com 1408456 178 0
10.4.17.90 ubuntu-1604-64desktop-u.vuln.lax.rapid7.com 1408214 176 0
10.4.31.155 ubuntu-1604-64desktop-u-sranjit.vuln.lax.rapid7.com 1407650 176 0
10.4.24.136 asel57-centos6-c.vuln.lax.rapid7.com 1357401 235 74
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Group: Windows Assets

Your group's grade of F is based on its average asset risk score of 551,485, which is 15% greater than

I the average of 415,423 across all groups. Grades range from A (average risk per asset is more than

the most.

Statistics

Assets: 1,007
Vulnerabilities: 1,237,438
Average vulnerabilities per asset: 1,228.8

Average asset risk score: 551,485

Vulnerabilities

Vulnerabilities with known exploits: 7.4%

Exploits available for vulnerabilities: 1771

Vulnerabilities with known malware kits: 0

5%

Vulnerabilities
1,250,000 A

1,000,000 A

M Total

Malware kits available for vulnerabilities: 150

B Exposed to Malware Kits
B Exploitable

Assets by Vulnerability Severity

2% 3% 14% 80 %
Clean Moderate Severe Critical

Top 10 Assets by Risk Score

IP Address
10.4.18.221
10.4.29.47
10.4.19.36
10.4.22.176
10.4.25.106
10.4.23.240
10.4.25.2
10.4.21.99
10.4.20.139
10.4.20.126

Host Name
flash-esv-p.vuln.lax.rapid7.com
XENDSK79X64
PSERV13SP1-U
SQL2012-SHARED
PSERV13-U
XENDSK713-W12R2
SF2013-P

DYN-AX2012R2-P
java-jre-7ul.vuln.lax.rapid7.com

java-multiple.vuln.lax.rapid7.com
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15% lower than the average across all groups) to F (average risk per asset is more than 15% higher
than the average across all groups). Use the following scan data to determine the factors that affect risk

Assets by Operating System

ws

Vulnerabilities by Severity

9% 66 %
Moderate

Risk Score

3389274
3216419
2872922
2701318
2697663
2671368
2263449
2171943
2051316
2029535

Severe

25%

Critical
o *
300 17
533 20
475 15
255 2
466 15
496 17
220 2
211 2
425 81
380 133
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